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Assure Professional is an innovative provider of value added audits
and assessments to service organizations across a variety of industries.
Developed from nearly 20 years of private and public accounting
experience as well as over 25 years of IT experience, Assure strives to
provide high quality service to its customers at affordable rates.
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We specialize in providing Service Organization Control SOC 1 (formerly
SSAE 16) and 2 Audits and other related reports to service organizations.
Our processes are designed to be non-disruptive and hassle-free.
Throughout the engagement we will work with your company to
understand your business needs. We’ll also try to have a little fun along
the way while giving you ideas on improving your processes and enhancing
your control environment.

AUDIT SERVICES
• SOC 1 / ISAE 3402 - Show your commitment to maintaining a sound control environment over financial
data management. Note: If you are outside of the United States or Canada we may get fancy and call your
report an ISAE 3402.
• SOC 2 - Validate that internal controls meet Trust Services Principles & Criteria.
• PCI - Ensure compliance with credit industry standards and increase the security of cardholder data.
• HIPAA ASSESSMENTS - In-depth review of your company’s compliance with HIPAA requirements.
• HITRUST® - Providing Validated Assessments and Readiness of the HITRUST CSF practice statement
requirements for certification.
• ISO 27001 - Validation that the Information Security Management System (ISMS) has been established
and auditing of the controls identified in the Statement of Applicability for ISO certification.

FOCUS ON THE SOC 1 & SOC 2
WHY ARE YOU BEING ASKED FOR AN AUDIT?
More than ever, companies are looking for ways to operate more efficiently and economically while strengthening
their core competencies. As a result, outsourcing key business functions to service organizations is becoming more
and more popular. Organizations want assurances that outsourced services will be provided in a reliable, accurate,
confidential and secure way. SOC 1 and SOC 2 audits provide user organizations a method to measure the potential
risks associated with outsourcing and have become the standard for service organizations to demonstrate to their
users/customers that they have the proper controls and procedures in place.
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COMMON AREAS OF REVIEW INCLUDE:
• ORGANIZATION & HR – Do managers provide
proper oversight and are employees qualified for
their positions?

• E N V I RO N M E N TA L - D o yo u m a i n t a i n a n
appropriate environment for equipment (e.g. proper
HVAC and fire suppression systems)?

• P RO C E S S I N G I N T E G R I T Y – A r e q u a l i t y
procedures in place to verify that information
processed was completed correctly?

• PHYSICAL SECURITY – Are your facilities
properly secured?

• DATA ACCESS – Are security settings in place
to prevent unauthorized access to client systems
and information?

• DISASTER RECOVERY – In the event of a disaster,
would you be able to retrieve information from data
back-ups and continue operations?

WHAT REPORT IS RIGHT FOR YOU?
SOC 1 VS SOC 2 - Companies are often confused by what type of
report is right for their organization and what the differences are between the audits. A general rule of thumb is to ask yourself, “Do the
services we provide impact the financial statements of our customers?”
If the answer is a definitive “yes,” then it’s likely a SOC 1 report is most
applicable to your business. If the answer is “no” and you are providing a service,

FOCUS

AUDIENCE

SOC 1

SOC 2

Internal Control Over Financial Reporting

Operational/IT Controls

User entity and its auditors. Ask yourself:
“Do the services we provide impact the financial
statements of our customers?”
If so this is likely the correct report.

User entity, its auditors and other parties who are knowledgeable about:
• The nature of the service provided by the service organization
• How the service organization’s system interacts with user
entity, subservice organizations, and other parties
• Internal controls and their limitations
• The criteria and how the controls address the criteria
(i.e. if your services don’t impact the financial statements of
your customers, you likely belong here.)

• Types of transactions

SYSTEM SCOPE

a SOC 2 is likely the right choice. That being said, in the current market place,
we often encounter circumstances where a user (i.e. your client) is requiring
a SOC 1 when the report does not appear appropriate. Before engaging in an
audit, we recommend you verify your customer understands the purpose of
a SOC 1 versus a SOC 2 report and obtain their sign off on the type before
commencing the engagement. Key differences are as follows:

• Policies and procedures
for processing, and
reporting transactions

• Report/deliverable
preparation for users
• Other aspects relevant to
processing and reporting
user transactions

CONTROL AREAS

• Transaction processing
• Supporting IT functions
• Other supporting controls including physical security.

FORMAT

Control objectives are defined by service organization,
and may vary depending on the service provided. Control
activities are identified that meet the defined objectives.

• Infrastructure
• Software

• Procedures
• People

• Security
• Availability

• Confidentiality
• Processing Integrity

• Data

• Privacy

Principles are selected by service organization. Specific pre-defined
criteria are used rather than control objectives. Control activities are
identified that meet the criteria. Typically, the company will need
sufficient activities that address each criteria for the in-scope principles.

EXAMPLES OF COMPANIES THAT MAY TYPICALLY REQUIRE A SOC 1 OR SOC 2 REPORT.
As previously discussed, this can be a subjective assessment and for certain companies both types of
audits/reports may apply.

SOC 1

SOC 2

• Collections, including accounts receivables
and other debt collection
• Third party administrators, including claims processing
• Medical billing and other billing organizations
• Payment processors
• Freight and other cost auditing services

• Data Centers
• Software as a Service (“SaaS”) Providers (across industries)
• Infrastructure as a Service (“IAAS”) Providers
• Managed Service Providers (“MSP”)
• Other cloud based services
• Outsourced IT providers

WHAT IS A TYPE I VERSUS TYPE II
No, we aren’t talking about a medical condition. Both the SOC 1 and SOC 2 audits have an option for both a Type 1 and
Type II report. So you can have a SOC 1 Type I or a SOC 1 Type II. Similarly, you can do a SOC 2, Type I or a SOC 2, Type II.
If you are overly ambitious you can do all of the above, but we don’t recommend it. It’s expensive and exhausting!!
IN A TYPE I, we give an opinion on whether or not
your system and related controls are appropriately
designed. In other words, we will check that your controls
will keep customer information secure, confidential and
safe. Moreover, your controls will ensure incoming data is
captured and processed in a reliable and secure manner
and any output is provided in a complete, timely and
accurate manner. We also make sure the description in
your report reflects reality at a point in time. For example,
if you say you perform background checks on employees,
we are going to check one employee in the current month.
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IN A TYPE II, we do everything in a Type I, but now we
test the operating effectiveness of your controls over the
audit period. So now, instead of getting one background
check, we get a population of all new employees hired for
every month in the audit period. We then select several
employees based on sampling and require you to provide
the background check for each selected employee.
In the end we give an opinion that your controls were
operating effectively over a period of time. Most of your
users will eventually require you do a Type II as it gives
them more comfort that you are doing what you are saying
you are doing throughout the year. That being said, we do
start a lot of first timers out on the Type I.
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WHAT’S INCLUDED IN THE REPORT?
If you are like us, you’re a visual person. If you’ve never seen a SOC report before, no
worries. We have a report for our favorite client, ABC Company (in case you didn’t get it,
that’s not a real company). Every report is unique but this will give you the gist of what yours
will look like when we are done. If you have a great imagination, the components of your
delivered report are as follows:

SOC 1
TYPE 1

TYPE 2

SOC 2
TYPE 1

TYPE 2

DOES YOUR BUSINESS HANDLE PROTECTED
HEALTH INFORMATION (PHI)? If so, you may want to
examine if HITRUST® is right for you. The clarity around standards,
compliance and requirements in regards to (PHI) has been cloudy at
best. In response to these inconsistencies, HITRUST Alliance was born.
Its purpose is to ensure information security is a mainstay and top
priority for those interacting with health information systems. It
delivers on this promise via the HITRUST CSF which was a result
of a partnership between HITRUST and healthcare, technology and
information security thought leaders.

Service Auditor’s Letter

DESCRIPTION OF CONTROLS
Control Environment
Risk Assessment
Information & Communication
Monitoring
Control Activities

DESCRIPTION OF SYSTEM
Infrastructure
Software
People
Procedures
Data
Privacy Practices (if Privacy Principle selected)

What makes the HITRUST CSF® so ground breaking is the fact that
it encompasses the requirements of several existing standards such
as ISO, PCI, COBIT, HIPAA, HITECH, and NIST. In other words, this
ONE benchmark covers the prerequisites of many principles that are
commonly requested of companies that deal with PHI to fulfill.
By undergoing a HITRUST CSF certification and implementing the
HITRUST CSF an organization communicates to its partnership
community that it puts top value on the security of Protected Health
Information. It is a trust builder. It will likely reduce the number of
audit requests as well since it covers the groundwork of several other
standards.
If you believe engaging HITRUST makes sense for your organization the
next step is to contact an approved HITRUST CSF assessor. Approved
assessors go through rigorous training and are approved by HITRUST to
perform assessments.
We are incredibly proud to announce that Assure Professional has
recently been recognized by HITRUST as an approved assessor. If
you would like more information regarding HITRUST or have any
related questions, contact William Holman, CPA, HITRUST CCSFP
wholman@assureprofessional.com.

Test of Controls Over the Audit Period
User Organization Auditors’ Reliance on Report
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OUR PROCESS & WHY ASSURE PROFESSIONAL?
Other than the fact that we think we do a good job and generally are good, fun-loving
folks, Assure Professional holds SysTrust and WebTrust certifications from the AICPA. We
employ senior level auditors with deep information technology expertise. We’ve been
doing this for years and we focus on these audits. Here’s where we stand out:

QUALITY: Assure continually refines all of our service
offerings and obtains consistent feedback from our
clients to ensure we are achieving 100% quality work
every time.

TECHNOLOGY AND TRACKING. We utilize proprietary, internally developed
audit tracking technology, designed to streamline the audit process. This software
allows us to maximize communication and execute highly efficient audits that
minimize disruption to your daily business. At any given time we will be able to generate
a report for you demonstrating the engagement progress.

RESPONSIVENESS: Assure’s Principals will be
the points of contacton all issues related to the
engagement. This includes the Firm Managing
Partner. You will have all of our contact information and
we will be available whenever needed.

TIMING. Assure’s audit process typically takes 4-6 weeks. However, we have a broad
base of clients and “typical” is a very general term. What we can say is that we are
flexible to your needs and schedule and with your cooperation will work to provide a
quality audit in the timeframe you desire. We try not to over promise and we do try to
over communicate so you know exactly where the audit stands.

COST: Assure will provide a competitive price while
maintaining quality control measures and maximizing
available resources.

REACH OUT TO OUR TEAM OF EXPERTS FOR ADDITIONAL INFORMATION:
CHRIS FAMEREE,
Managing Partner
cfameree@assureprofessional.com
WILLIAM HOLMAN,
Audit & Accounting Partner
wholman@assureprofessional.com
JUAN VARGAS,
Senior IT Security Auditor
jv@assureprofessional.com
assureprofessional.com
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